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Important Information about Your Healthcare Information

This practice uses DataHEALTH’s cloud backup service to securely store your healthcare
information. DataHEALTH takes all necessary steps to keep your data safe.

Here are the important facts:

e DataHEALTH’s backup software is PIPEDA compliant (Complies with European Directive
on Protection of Personal Data, Personal Information Protection and Electronic
Documents Act).

e DataHEALTH’s backup software encryption level is 128bit AES (Advanced Encryption
Standard). Each customer has his/her own unique encryption key. With modern
technology, it would take 500 billion years to crack the encryption code.

e DataHEALTH encrypts the data on the customer’s server prior to transmitting via the
internet to their U.S. based data centers. The data all remains encrypted while stored
on DataHEALTH’s secured servers. The practice’s data has a unique encryption key,
which prevents anyone from accessing the data.

e DataHEALTH’s data centers exceed all recommended physical and electronic safeguards
set forth by the US Department of Health and Human Services.

e DataHEALTH, founded in 2000, is the leading provider of cloud backup, storage, and
recovery in North America. DataHEALTH provides service to customers in the US,
Canada, and the Caribbean.

Please let us know if you have any questions about your how your healthcare information is
safely secured.
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